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1. INTRODUCTION 
 
1.1 Background 

In the age of information technology, 
computers have become one of the most 
indispensable components of our lives.  We use 
computers at home, school, office and virtually 
anywhere else to take advantage of the fast 
computational power and the massive data 
storage abilities.  Due to the efficiency and 
capabilities that computers can provide, we have 
become so dependent on them – in fact, too 
dependent that information stored in computers 
has become not only massive, but also vital.  
Loss of such information may cause 
irrecoverable damages to computer-regulated 
systems and databases and inflict catastrophic 
problems. 

To avoid permanent loss of data, one may 
choose to back up the data on multiple media so 
that even if there is a data loss in one of them, 
she can recover from others.  However, what 
would she do if all of the media get destroyed?  
Say, she stores all the disks and tapes in a safe 
place in her office so that she feels invincible, 
but an earthquake or an inferno destroys the 
office and everything within.  She must have felt 
secure for having backed up her vital data, but 
even those backups are gone now – she is in a 
big trouble. 

In such computer-dependent society as this, 
there are services that provide data storage and 
maintenance to ensure that no data loss occurs, 
but they are usually very expensive for they 
require pricey hardware and software 
modification for specific data types.  A CEO of a 
.com company may look for a better solution for 
remotely backing up crucial information, and 
that’s when the distributed data storage system 
comes into play. 
 
1.2 System Overview 

In essence, distributed data storage (DDS) 
takes the data that needs to be backed up, splits it 
into smaller packages and distributes them to the 
personal computers through the broad web of 

network.  When the data needs to be recovered, 
the system retrieves the mirrored packages and 
rebuilds the exact copy of the data.  DDS makes 
use of unused space that personal computers 
have; in current high-tech industry, computers 
manufactured for personal uses have at least tens 
of gigabytes, and unless the user is heavily 
multimedia-oriented, there are at least a few 
gigabytes to spare per computer.  If the unused 
portions of hard disks in hundreds of thousands 
of personal computers are put together, that can 
create a virtual disk with terabytes of capacity. 

The personal computers that are candidates 
for hosting data to be backed up must be linked 
together through a network via which the 
packages are delivered.  Hence, the speed of the 
network becomes vital in establishing an 
efficient DDS.  Depending on how many pieces 
into which DDS splits the data, the size of each 
package may be substantially large; therefore the 
system must take advantage of the high-speed 
networking media that are available today. 
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the system works, showing the actual 
interaction between the components for a 
normal operation of DDS. 

 
¾ Future Work (Section 3) – DDS discussed 

in this paper is far from actual application 
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Figure 2-1:  The states of DDS

Figure 2-2:  The Pre-Init State

to replace the “dead” Managers/DataHosts with 
ones that are alive. 

While the system is in the Maintain state, 
the DataOwner can make a request to retrieve the 
distributed packages and rebuild the original 
data.  The system goes into the GetData state in 
which the DataHosts sends out the packages and 
the Managers relay them back to the DataOwner.  
When the DataOwner feels that the DDS service 
is no longer needed, it can call to terminate the 
instance of the service.  In the Terminate state, 
the DataHosts dump the packages that belong to 
the terminating DataOwner, and the Managers 
likewise make themselves available to manage 
packages for other DataOwners. 

Now that you know how the system works 
in a nutshell, in the following subsections, we 
will explain what the DDS components are doing 
in each state and describe the actual interaction 
between the DataOwner, DataHosts, Managers 
and the ServiceProvider. 

 
2.4.1 Start 

The ServiceProvider must be running at all 
times regardless of the lifecycle of the system, 
and in the Start state, it is listening for incoming 
connections while maintaining the three lists 
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Figure 2-4:  The Maintain State

Figure 2-5:  The Get Data State

In the Maintain state, Managers also ping 
the ServiceProvider to indicate that they are still 
up and running.  The ServiceProvider, similar to 
the Managers, keeps track of the number of the 
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Figure 2-6:  The Terminate State

packages for the DataOwner and tells 
those Managers to collect packages. 

 
3. The Manager determines which 

DataHosts are hosting the requested 
packages and tells them to send the files. 

 
4. The DataHost sends the appropriate 

package to the Manager. 
 

5. If the received packages are intact, the 
Manager relays them up to the DataOwner 
that has been waiting for the package 
delivery.  Once the DataOwner receives 
all the required packages, it proceeds to 
rebuild the original file. 

 
2.4.6 Terminate 

The DataOwner calls termination of an 
instance of DDS when it no longer needs a 
distributed data backup (Figure 2-6).  It sends a 
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number like 2 when the packages are being 
redistributed.  If the old Manager comes back up 
eventually, then the 2 new DataHosts can merge 
with the original DataHosts – which only takes 
an update in the information tracked by the 
Manager.  This will increase the number of 
DataHosts associated with the Manager well 
above the threshold, giving a “grace resource” to 
the Manager.  And, if the former Manager does 
not come back up for a long time after the 
redistribution of the packages, then the threshold 
can be increased gradually and thereby send the 
packages to more DataHosts. 

In this solution, the timing at which the 
ServiceProvider increases the threshold becomes 
vital.  If it increases too rapidly, it could be a 
great burden on the network, and if it is too slow, 
then the packages may become unavailable or 
get lost with the limited number of unreliable 
DataHosts.  Further research must be conducted 
in order to optimize this solution. 

 
3.1.4 
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overhead associated with it.  The mirroring of the 
ServiceProvider may be too much of a burden to 
take, and this too must be considered in depth. 
 
3.1.7 Network Speed 

The system attempts to take a great 
advantage of today’s technology that allows for 
faster transmission speed in the network.   
However, the DDS may be overestimating the 
networking capability – many computers are still 
using dial-up modems to connect to the network, 
and such slow connections may be too 
inadequate to handle the massive data transfers 
that the system requires. 

The prototype of the DDS was tested out on 
the campus network connected by Ethernet, and 
the data transfer rate was right around 1 Mbps.  
With this speed, the system seemed to run 
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upon parallel execution of the data by multiple 
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starting with 1 is generated by DataOwner, with 
2 by Manager, and with 3 by DataHost. 
 
Commands Function 

1 Check to see if Manager is alive, if 
it is, make it inactive 

2 Send a list of Managers to 
DataOwner 

3 Check to see if DataHost is alive, 
if it is, make it inactive 

4 Send a list of DataHosts to 
Manager 

5 Tell Manager to send packages to 
DataOwner 

10 Initiate DataOwner 
11 Give the original file name to 

ServiceProvider 
12 Tell ServiceProvider that I’m 

about to distribute packages 
13 Tell Manager to get ready to 

receive a package 
14 Package sent, make the Manager 

active 
15 Give a list of my Managers to 

ServiceProvider 
16 Package not sent, make the 

Manager active 
17 Tell ServiceProvider that I want to 

retrieve packages 
20 Initiate Manager 
21 N/A 
22 Tell ServiceProvider that I’m 

active 
23 Tell ServiceProvider that I’m 

about to distribute packages to 
DataHosts 

24 Tell DataHost to get ready to 
receive a package 

25 Package sent, make the DataHost 
active 

26 Package not sent, make the 
DataHost active 

27 Tell DataHost to send a package 
28 Tell DataOwner to get ready to 

receive a package 
30 Initiate DataHost 
31 N/A 
32 Tell ServiceProvider that I’m 

active 
33 Tell manager to get ready to 

receive a package 
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Appendix B – Code Listing 
 
/****************************************************************** 
Senior Thesis 2003 
Hiroyuki Hayano 
Distributed Data Storage:  Data Backup Over Networks 
Prof. Elizabeth Borowsky 
 
ServiceProvider, DataOwner, Mana
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 public Commands(long id, double key, int cmd, String s, String s2) 
 { 
  time = new Date(); 
 
  myID = id; 
  myKey = key; 
  command = cmd; 
 
  str = s; 
  str2 = s2; 
 } 
 
 public Commands(long id, double key, int cmd, String s, long l) 
 { 
  time = new Date(); 
 
  myID = id; 
  myKey = key; 
  command = cmd; 
 
  str = s; 
  lNum = l; 
 } 
 
 public Commands(long id, double key, int cmd, String s, long l, int i) 
 { 
  time = new Date(); 
 
  myID = id; 
  myKey = key; 
  command = cmd; 
 
  str = s; 
  lNum = l; 
  num2 = i; 
 
 } 
 
 public Commands(long id, double key, int cmd, Object ob) 
 { 
  time = new Date(); 
 
  myID = id; 
  myKey = key; 
  command = cmd; 
 
  o = ob; 
 } 

 
 
 public long getID() 
 { 
  return myID; 
 } 
 
 public double getKey() 
 { 
  return myKey; 
 } 
 
 public int getCommand() 
 { 
  return command; 
 } 
 
 public int getNum() 
 { 
  return num; 
 } 
 
 public int getNum2() 
 { 
  return num2; 
 } 
 
 public long getLong() 
 { 
  return lNum; 
 } 
 
 public String getString() 
 { 
  return str; 
 } 
 
 public String getString2() 
 { 
  return str2; 
 } 
 
 public Date getTime() 
 { 
  return time; 
 } 
 
 public Object getObject() 
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 public int getUsed() 
 { 
  return used; 
 } 
 
 public int getAvailable() 
 { 
  return capacity - e   r r  2 y T . k 2 y 3 3 b e e r  2 y 0 k  {  
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 { 
  return addrs; 
 } 
 
 public Vector getManagers() 
 { 
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  System.out.println("Prof. Elizabeth Borowsky"); 
  System.out.println(); 
  System.out.println(); 
  ////////////////////////////////////////////////////////////////////////// 
 
       DataOwnerDriver dod = new DataOwnerDriver(); 
       dod.startSession(argv); 
 } 
 
    //Read the parameter and take an appropriate action 
    private void startSession(String[] param) 
    { 
     try 
       { 
 
        //initiate DataOwner------------------------------------------------------ 
        if(param[0].equals("-i")) 
        { 
         readData(); 
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  { 
          
   //Packages are delivered, now tell Manager to be active again 
          
   Commands c3 = new Commands(data.getID(), 0, 14, f1.getName(), 
f2.getName()); 
          
   CommandSender cs3 = new CommandSender(mn.getAddress(), 
MNPORT, c3); 
          
   if(cs3.sendCommand()) //If the delivery process is complete 
          
   { 
          
    fileIndex1++; 
          
    if(fileIndex1 >= numFiles) 
          
     fileIndex1 = 0; 
          
    //Tell ServiceProvider who is managing for me 
          
    Commands c4 = new Commands(data.getID(), 
data.getKey(), 15, mn.getID()); 
          
    CommandSender cs4 = new CommandSender(ADDRS, 
c4); 
          
    cs4.sendCommand(); 
          
    numComplete++; 
          
   } 
          
  } 
          
  else //if 2/2 files not sent 
          
  { 
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  Commands c7 = new Commands(data.getID(), data.getKey(), 15, mn.getID()); 
          
  CommandSender cs7 = new CommandSender(ADDRS, c7); 
          
  cs7.sendCommand(); 
          
  numComplete++; 
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     cs.sendCommand(); 
    } 
    int numFiles = data.getNumFiles(); 
    String prefix = "" + data.getID(); 
    boolean filesGrabbed = false; 
 
    while(true) //While all the packages are being delivered 
    { 
     int i = 0; 
     int j = 0; 
     int k = 1; 
 
     for(int a=0; a<numFiles; a++) 
     { 
      String s = prefix + "." + i + j + k; 
      File f = new File(s); 
 
      if(!f.exists()) 
      { 
       a = numFiles; 
       filesGrabbed = false; 
      } 
 
      else 
      { 
       filesGrabbed = true; 
 
       k++; 
       if(k>=10) 
       { 
        k=0; 
        j++; 
        if(j>=10) 
        { 
         j=0; 
         i++; 
        } 
       } 
      } 
     } 
 
     if(filesGrabbed) 
      break; 
    } 
 
    int o = 0; 
    int p = 0; 
    int q = 1; 

 
    String fName = data.getFileName(); 
 
    //Rename the packages to match the original file 
    for(int b=0; b<numFiles; b++) 
    { 
     String s = prefix + "." + o + p + q; 
     File f = new File(s); 
     f.deleteOnExit(); 
 
     File fOriginal = new File(fName + "." 
+ o + p + q); 
     f.deleteOnExit(); 
     f.renameTo(fOriginal); 
 
     q++; 
     if(q>=10) 
     { 
      q=0; 
      p++; 
      if(p>=10) 
      { 
       p=0; 
       o++; 
      } 
     } 
    } 
 
    String command[] = {"-j", fName}; 
    //Rebuild the original file 
    HJSplit.main(command); 
   } 
 
   else if(param[0].equals("-z")) 
        { 
    System.out.println("This function has not yet 
been programmed"); 
   } 
 
        //print help if no parameter---------------------------------------------- 
   else 
   { 
    printHelp(); 
    System.exit(1); 
   } 
  } 
  catch(Exception e) 
  { 
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   printHelp(); 
   System.exit(1); 
  } 
 } 
 
 private void printHelp() 
 { 
  System.out.println("usage:  java DataOwnerDriver [command]"); 
  System.out.println(); 
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   System.out.println("Reading " + FILE); 
   FileInputStream fis = new FileInputStream(FILE); 
   ObjectInputStream ois 
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          { 
             incoming.close(); 
          } 
 
          catch(Exception e) 
          { 
             System.out.println(e.getMessage()); 
          } 
 
          return; 
      } 
 
      this.start(); 
    } 
 
 
    public void run() 
    { 
       try 
       { 
          int flag = 0; 
          command = (Commands) ois.readObject(); 
 
   int c = command.getCommand(); 
   System.out.println("Incoming command: " + c); 
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   //Package retrieval request 
   else if(c == 27) 
   { 
    File f = new File(command.getString()); 
    String mnAdd = 
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/****************************************************************** 
Senior Thesis 2003 
Hiroyuki Hayano 
Distributed Data Storage:  Data Backup Over Networks 
Prof. Elizabeth Borowsky 
 
Manager - DHLocator.java 
 
Class that keeps track of DataHosts 
******************************************************************/ 
 
import java.util.*; 
import java.io.*; 
 
public class DHLocator implements Serializable 
{ 
 Vector dh = null; 
 
 public DHLocator() 
 { 
  dh = new Vector(); 
 } 
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  indexID = ((DHInfo)(dh.get(1+(i+j)/2))).getID(); 
 
  if(indexID < dhi.getID()) 
   add(dhi, i, (i+j)/2); 
 
  else 
   add(dhi, 1+(i+j)/2, j); 
 
  return; 
 } 
} 

/****************************************************************** 
Senior Thesis 2003 
Hiroyuki Hayano 
Distributed Data Storage:  Data Backup Over Networks 
Prof. Elizabeth Borowsky 
 
Manager - DHTracker.java 
 
Object that keeps track of which DataHosts are responsible for 
a DataOwner 
******************************************************************/ 
 
import java.util.*; 
import java.io.*; 
 
public class DHTracker implements Serializable 
{ 
 private Vector children1 = null; 
 private Vector children2 = null; 
 
 public DHTracker() 
 { 
  children1 = new Vector(); 
  children2 = new Vector(); 
 } 
 
 public void setChildren1(Vector v) 
 { 
  children1 = v; 
 } 
 
 public void setChildren2(Vector v) 
 { 
  children2 = v; 
 } 
 
 public Vector getChildren1() 
 { 
  if(children1 == null) 
   return new Vector(); 
  return children1; 
 } 
 
 public Vector getChildren2() 
 { 
  if(children2 == null) 
   return new Vector(); 
  return children2; 
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 } 
} 

/****************************************************************** 
Senior Thesis 2003 
Hiroyuki Hayano 
Distributed Data Storage:  Data Backup Over Networks 
Prof. Elizabeth Borowsky 
 
DataOwner - DOCommandListener.java 
 
Listens for commands sent by CommandSender class 
******************************************************************/ 
 
import java.io.*; 
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/****************************************************************** 
Senior Thesis 2003 
Hiroyuki Hayano 
Distributed Data Storage:  Data Backup Over Networks 
Prof. Elizabeth Borowsky 
 
DataOwner - DOConnect.java 
 
Class that processes incoming commands 
******************************************************************/ 
 
import java.io.*; 
import java.net.*; 
import java.util.*; 
import java.lang.*; 
 
class DOConnect extends Thread 
{ 
    private Socket incoming = null; 
    private ObjectInputStream ois = null; 
    private ObjectOutputStream oos = null; 
    private Commands command = null; 
    private final long SVID = 761985762; 
    private final double SVKEY = 856019204; 
 private final int TIMEOUT = 60 * 1000; 
    private Vector v = null; 
 
    public DOConnect() {} 
 
    public DOConnect(Socket incomingSocket) 
    { 
      try 
      { 
       incoming = incomingSocket; 
       incoming.setSoTimeout(TIMEOUT); 
 
        ois = new ObjectInputStream(incoming.getInputStream()); 
        oos = new ObjectOutputStream(incoming.getOutputStream()); 
      } 
      catch(Exception e1) 
      { 
          try 
          { 
             incoming.close(); 
          } 
 
          catch(Exception e) 
          { 

             System.out.println(e.getMessage()); 
          } 
 
          return; 
      } 
 
      this.start(); 
    } 
 
 
    public void run() 
    { 
       try 
       { 
          int flag = 0; 
          command = (Commands) ois.readObject(); 
 
   int c = command.getCommand(); 
   System.out.println("Incoming command: " + c); 
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    } 
   } 
 
   //send ACK or NAK 
   if(flag == 1) 
   { 
    oos.writeObject(command); 
    oos.flush(); 
   } 
   else 
   { 
    oos.writeObject(new Commands(0,0,0)); 
    oos.flush(); 
   } 
  } 
  catch(Exception e){} 
 } 
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  leng[1] = -1; 
  numHosts = x; 
 
  children[0] = new Vector(); 
 
  this.start(); 
 } 
 
 public FileDistributer(long p, String ff1, String ff2) 
 { 
  parent = p; 
 
  f[0] = ff1; 
  f[1] = ff2; 
  numHosts = MINHOST; 
 
  if(f[1] == null) 
  { 
   numFiles = 1; 
   file[0] = new File(f[0]); 
   leng[0] = file[0].length(); 
   children[0] = new Vector(); 
  } 
  else 
  { 
   numFiles = 2; 
   file[0] = new File(f[0]); 
   file[1] = new File(f[1]); 
   leng[0] = file[0].length(); 
   leng[1] = file[1].length(); 
   children[0] = new Vector(); 
   children[1] = new Vector(); 
  } 
 
  this.start(); 
 } 
 
 public void run() 
 { 
  try 
  { 
   System.out.println("Reading " + DHINFO); 
   FileInputStream fis = 
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       attempts++; 
      
 if(attempts>=TRIALS*numFiles) 
        exit = true; 
      } 
      else for(int a = 0; a<outstanding; a++) 
      { 
       try 
       { 
        DataHostData dhd 
= (DataHostData) datahosts.get(a); 
        int tPort = 3004 + 
(int) (Math.random() * 1000.0); 
 
        //Tell DataHost to 
get ready to receive a package 
        Commands c1 = 
new Commands(mn.getID(), 0, 24, f[nf], leng[nf], tPort); 
        CommandSender 
cs1 = new CommandSender(dhd.getAddress(), DHPORT, c1); 
       
 if(cs1.sendCommand()) 
        { 
        
 FileSender fs = new FileSender(file[nf], dhd.getAddress(), tPort); 
        
 if(fs.sendFile()) 
         { 
         
 //Package delivered, make the DataHost active again 
         
 Commands c2 = new Commands(mn.getID(), 0, 25, f[nf], (int)leng[nf]); 
         
 CommandSender cs2 = new CommandSender(dhd.getAddress(), DHPORT, c2); 
         
 if(cs2.sendCommand()) 
         
 { 
          
 children[nf].add(new Long(dhd.getID())); 
          
 dhl.update(new DHInfo(dhd.getID(), dhd.getAddress())); 
          
 writeFile(dhl, DHINFO); 
          
 numComplete++; 
         
 } 

        
 } 
        
 else //if the file not sent 
        
 { 
         
 //Failed to send a package, but make the DataHost active again 
         
 Commands c3 = new Commands(dhd.getID(), 0, 26); 
         
 CommandSender cs3 = new CommandSender(dhd.getAddress(), DHPORT, 
c3); 
         
 cs3.sendCommand(); 
 
         
 attempts++; 
         
 if(attempts<TRIALS * numFiles) 
         
   System.out.println("Distribution of files failed, trying 
alternatives..."); 
         
 else 
         
 { 
         
  System.out.println("Distribution of files failed"); 
         
  exit = true; 
         
 } 
        
 } 
        }//end 
if(cs1.sendCommand()) 
       }//end try 
       catch(Exception e) 
       { 
       
 attempts++; 
       
 if(attempts<TRIALS * numFiles) 
        
 System.out.println("Distribution of files failed, trying alternatives..."); 
        else 
        { 
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 System.out.println("Distribution of files failed"); 
         exit = 
true; 
        } 
       } 
      }//end for 
     }//end else 
    }//end while 
    if(numComplete >= numHosts) 
     System.out.println(f[nf] + " distributed 
successfully"); 
    else 
     System.out.println(f[nf] + " not distributed 
successfully"); 
   }//end for 
   File reqdh = new File("reqdh.dat"); 
   reqdh.delete(); 
 
   dht.setChildren1(children[0]); 
   dht.setChildren2(children[1]); 
 
   writeFile(dht, parent + ".dat"); 
  }//end try 
  catch(Exception e){} 
 } 
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/****************************************************************** 
Senior Thesis 2003 
Hiroyuki Hayano 
Distributed Data Storage:  Data Backup Over Networks 
Prof. Elizabeth Borowsky 
 
DataOwner, Manager, DataHost - FileReceiver.java 
 
Class that receives a file sent by FileSender class 
******************************************************************/ 
 
import java.io.*; 
import java.net.*; 
import java.util.*; 
import java.lang.*; 
 
public class FileReceiver extends Thread 
{ 
 private int port; 
 private ServerSocket frServer; 
 private InetAddress client = null; 
 private String fName = ""; 
 private long fLeng = -1; 
 private final int TIMEOUT = 60 * 1000; 
 
 public FileReceiver(InetAddress cl, int p, String name, long leng) 
 { 
      try 
      { 
   client = cl; 
   port = p; 
   fName = name; 
   fLeng = leng; 
 
       frServer = new ServerSocket(port); 
       frServer.setSoTimeout(TIMEOUT); 
  } 
  catch(Exception e) 
  { 
   System.out.println(e.getMessage()); 
  } 
 } 
 
 publicP -  
  T  n h  h  s  / !  P n h  h  s  / !  P n h  h  s  n h  h y 3 T  e . r  2 y 0 y  e F r  2 d 3 T  e c r  2  s  / !  P n h T  n h   n h  h y 3 T  e i r  2 y 3 3  e e r  y 3 T  e ; r  2 y 3 T  e   W  T  T  H h s  / !  P -  T  b  n b  T  0 y k D k T T H  2 H  - !  a - - s  h  - ]  e r r   }  





 



 45

/****************************************************************** 
Senior Thesis 2003 
Hiroyuki Hayano 
Distributed Data Storage:  Data Backup Over Networks 
Prof. Elizabeth Borowsky 
 
ServiceProvider - ListConsole.java 
 
Class that manipulates the lists owned by ServiceProvider 
******************************************************************/ 
 
import java.io.*; 
import java.util.*; 
 
public class ListConsole 
{ 
 private final String MANAGERS = "ManagerList.dat"; 
 private final String DATAHOS
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   oos.flush(); 
 
   System.out.println(MANAGERS + " updated"); 
 
   oos.close(); 
   fos.close(); 
  } 
  catch(Exception e) 
  { 
   System.out.println("Failed to update " + MANAGERS); 
  } 
 
  //print the resulting ManagerList 
  System.out.println("Currently there are " + mnList.size() + " Managers:"); 
  for(int i=0; i<mnList.size(); i++) 
  { 
   ManagerData mnd = (ManagerData) mnList.get(i); 
   System.out.println("ManagerID " + mnd.getID() + " has " + 
mnd.getNumOwner() + "/" + mnd.getCapacity() + " owners"); 
  } 
 } 
 
 private void writeDHList() throws Exception 
 { 
  try 
  { 
         FileOutputStream fos = new FileOutputStream(DATAHOSTS); 
   ObjectOutputStream oos = new ObjectOutputStream(fos); 
   oos.writeObject(dhList); 
   oos.flush(); 
 
   System.out.println(DATAHOSTS + " updated"); 
 
   oos.close(); 
   fos.close(); 
  } 
  catch(Exception e) 
  { 
   System.out.println("Failed to update " + DATAHOSTS); 
  } 
 
  //print the resulting DataHostList 
  System.out.println("Currently there are " + dhList.size() + " DataHosts:"); 
  for(int i=0; i<dhList.size(); i++) 
  { 
   DataHostData dhd = (DataHostData) dhList.get(i); 
   System.out.println("DataHostID " + dhd.getID() + " has " + 
dhd.getAvailable() + "/" + dhd.getCapacity() + " bytes available"); 

  } 
 } 
 
 private void writeDOList() throws Exception 
 { 
  try 
  { 
         FileOutputStream fos = new FileOutputStream(DATAOWNERS); 
   ObjectOutputStream oos = new ObjectOutputStream(fos); 
   oos.writeObject(doList); 
   oos.flush(); 
 
   System.out.println(DATAOWNERS + " updated"); 
 
   oos.close(); 
   fos.close(); 
  } 
  catch(Exception e) 
  { 
   System.out.println("Failed to update " + DATAOWNERS); 
  } 
 
  //print the resulting DataOwnerList 
  System.out.println("Currently
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   //write the List to a file 
   writeMNList(); 
  } 
 } 
 
 private void insertManager(ManagerData mn, int i, int j) 
 { 
  int indexAvailable; 
 
  if(j < 0) 
  { 
   mnList.add(i, mn); 
   return; 
  } 
 
  else if(i == j) 
  { 
   if(((ManagerData)(mnList.get(i))).getAvailable() > 
mn.getAvailable()) 
    mnList.add(i+1, mn); 
   else 
    mnList.add(i, mn); 
 
   return; 
  } 
 
  indexAvailable = ((ManagerData)(mnList.get(1+(i+j)/2))).getAvailable(); 
 
  if(indexAvailable < mn.getAvailable()) 
   insertManager(mn, i, (i+j)/2); 
 
  else 
   insertManager(mn, 1+(i+j)/2, j); 
 
  return; 
 } 
 
 public void addDataHost(DataHostData dhd) throws Exception 
 { 
  synchronized(dhList) 
  { 
   //insert the DataHost at the appropriate location in the List 
   try 
   { 
    removeDH(dhd.getID()); 
   } 
   catch(Exception e) 

   { 
    System.out.println("Adding DataHost to the 
list..."); 
   } 
 
   insertDataHost(dhd, 0, dhList.size()-1); 
 
   //write the List to a file 
   writeDHList(); 
  } 
 } 
 
 private void insertDataHost(DataHostData dh, int i, int j) 
 { 
  int indexCapacity; 
 
  if(j < 0) 
  { 
   dhList.add(i, dh); 
   return; 
  } 
 
  else if(i == j) 
  { 
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  { 
   //insert the DataOwner at the appropriate location in the List 
   insertDataOwner(dod, 0, doList.size()-1); 
 
   //write the List to a file 
   writeDOList(); 
  } 
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   int grabbed = 0; 
   int index = 0; 
 
   Vector dhGrabbed = new Vector(); 
 
   while(grabbed < req) 
   { 
    DataHostData dhd = (DataHostData) dhList.get((index + 
offset)%dhList.size()); 
    dhGrabbed.add(dhd); 
    grabbed++; 
    index++; 
   } 
 
   return dhGrabbed; 
  } 
  catch(Exception e) 
  { 
   System.out.println("Requested number of data hosts not grabbed."); 
   return new Vector(); 
  } 
 } 
 
 //verification of components 
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/****************************************************************** 
Senior Thesis 2003 
Hiroyuki Hayano 
Distributed Data Storage:  Data Backup Over Networks 
Prof. Elizabeth Borowsky 
 
ServiceProvider, DataOwner, Manager, DataHost - ManagerData.java 
 
Object that stores information on a Manager 
******************************************************************/ 
 
import java.io.*; 
import java.util.*; 
 
public class ManagerData implements Serializable 
{ 
 private long id = 0; 
 private double key = 0; 
 private int numOwner = 0; 
 private int capacity = 0; 
 private String addrs = ""; 
 private Vector fTracker = null; 
 private boolean active = true; 
 
 public ManagerData(long i, double k, int n, String s) 
 { 
  id = i; 
  key = k; 
  capacity = n; 
  addrs = s.substring(1); 
  fTracker = new Vector(); 
 } 
 
 public long getID() 
 { 
  re 
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 } 
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         { 
          FileOutputStream fos = new FileOutputStream(FILE); 
    ObjectOutputStream oos2 = new ObjectOutputStream(fos); 
    oos2.writeObject(data); 
    oos2.flush(); 
 
    System.out.println(FILE + " created"); 
 
    oos2.close(); 
    fos.close(); 
   } 
 
   System.out.println("Manager setup complete"); 
   System.out.println("ID: " + data.getID()); 
   System.out.println("Maximum number of Owners: " + CAPACITY); 
  } 
       catch(Exception e) 
       { 
         System.out.println(e.getMessage()); 
       } 
 } 
} 

/****************************************************************** 
Senior Thesis 2003 
Hiroyuki Hayano 
Distributed Data Storage:  Data Backup Over Networks 
Prof. Elizabeth Borowsky 
 
Manager - MNCommandListener.java 
 
Listens for commands sent by CommandSender 
******************************************************************/ 
 
import java.io.*; 
import java.net.*; 
import java.util.*; 
import java.lang.*; 
 
public class MNCommandListener extends Thread 
{ 
 private final int MYPORT = 3002; 
    private ServerSocket mnServer; 
 
    public MNCommandListener(){} 
 
    public void run() 
    { 
      try 
      { 
   mnServer = new ServerSocket(MYPORT); 
       System.out.println("CommandListner listening on port " + 
MYPORT); 
  } 
  catch(Exception e){} 
 
      while(true) 
      { 
         try 
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    FileReceiver fr = new 
FileReceiver(incoming.getInetAddress(), command.getNum2(), command.getString(), 
command.getLong()); 
    fr.start(); 
    flag = 1; 
   } 
 
   //send ACK or NAK 
   if(flag == 1) 
   { 
    oos.writeObject(command); 
    oos.flush(); 
   } 
   else 
   { 
    oos.writeObject(new Commands(0,0,0)); 
    oos.flush(); 
   } 
  } 
  catch(Exception e){} 
 } 
 
    private Object readFile(String fName) throws Exception 
    { 
  //attempt to read a file 
  try 
  { 
   System.out.println("Reading " + fName); 
   FileInputStream fis = new FileInputStream(fName); 
   ObjectInputStream ois = new ObjectInputStream(fis); 
   Object o = ois.readObject(); 
 
   ois.close(); 
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   } 
  } 
 } 
} 

/****************************************************************** 
Senior Thesis 2003 
Hiroyuki Hayano 
Distributed Data Storage:  Data Backup Over Networks 
Prof. Elizabeth Borowsky 
 
ServiceProvider - ServiceProviderDriver.java 
 
Driver class for ServiceProvider 
******************************************************************/ 
 
import java.io.*; 
import java.net.*; 
import java.util.*; 
 
public class ServiceProviderDriver 
{ 
 private final int MYPORT = 3000; 
    private ServerSocket spServer; 
 
    public ListConsole list = new ListConsole(); 
 
    public static void main(String argv[]) throws Exception 
    { 
  ////////////////////////////////////////////////////////////////////////// 
  System.out.println("Boston College"); 
  System.out.println("Computer Science Department"); 
  System.out.println(); 
  System.out.println("Senior Thesis 2003"); 
  System.out.println("Distributed Data Storage: Data Backup Over 
Networks"); 
  System.out.println("(c) Hiroyuki Hayano"); 
  System.out.println("Prof. Elizabeth Borowsky"); 
  System.out.println(); 
  System.out.println(); 
  ////////////////////////////////////////////////////////////////////////// 
 
  new ServiceProviderDriver(); 
    } 
 
    public ServiceProviderDriver() throws Exception 
    { 
      spServer = new ServerSocket(MYPORT); 
      System.out.println("Server listening on port " + MYPORT); 
      startServer(); 
    } 
 
    public void startServer() 
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    { 
      while(true) 
      { 
         try 
         { 
          System.out.pri
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          { 
             incoming.close(); 
          } 
 
          catch(Exception e) 
          { 
             System.out.println(e.getMessage()); 
          } 
 
          return; 
      } 
 
      this.start(); 
    } 
 
 
    public void run() 
    { 
       try 
       { 
          int flag = 0; 
          command = (Commands) ois.readObject(); 
 
   int c = command.getCommand(); 
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   dod.addManager(command.getLong()); 
   list.addDataOwner(dod); 
   return 1; 
  } 
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   mn.setAddress("" + incoming.getInetAddress()); 
 
   list.addManager(mn); 
   return 1; 
  } 
  catch(Exception e) 
  { 
   System.out.println(e); 
   return -1; 
  } 
 } 
 
 private Vector grabDataHosts() 
 { 
  try 
  { 
   int numReq = command.getNum(); 
   int numGotten = 0; 
   int offset = 0; 
   Vector datahosts = new Vector(); 
   Vector temp = new Vector(); 
 
   while(numGotten < numReq) 
   { 
    int numIndex = numReq - numGotten; 
 
    temp = list.getDH(numIndex, offset); 
 
    for(int i = 0; i<numIndex; i++) 
    { 
     DataHostData dhd = (DataHostData) temp.get(i); 
     Commands c = new Commands(SVID, SVKEY, 
3, command.getLong()); 
     CommandSender cs = new 
CommandSender(dhd.getAddress(), DHPORT, c); 
     if(cs.sendCommand()) 


